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[Company] 

Risk Management 

Procedure 

The procedure for the management of risk. 
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Purpose 

The purpose of this procedure is to ensure the effective management of the lifecycle 

of risk from risk identification through to risk treatment.  

Scope 

All company employees and external party users.  

Risk Management Procedure  

Principle 

Effective risk identification and management underpins and forms the foundation of 

the information security management system.  

Risk Register  

A risk register is drawn up and maintained.  

For each risk, at least the following, is recorded 

• The risk reference number 

• Any external reference numbers. 

• Date risk opened  

• Date risk closed 

• Asset risk applies to  
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• Asset owner  

• Threat 

• Vulnerability 

• Outcome 

• CIA affected 

• Existing control description   

• Impact score 

• Likelihood score 

• Risk score (impact x likelihood) 

•  

  

  

   

  

  

  

  

Risk Identification  

Risks are identified as a part of the continual improvement process and from the 

management and outputs of audits and incidents.  
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Risk Treatment  

Risk assessment generates a risk score and risk classification at which point a risk 

treatment approach needs to be agreed at the Management Review Team meeting. 

The risk treatment options are: 

• Risk Avoidance – where the failure cost is too great and therefore the risk is 

not taken  

• Risk Reduction –  

 

•  

•  

 

Risk owners are assigned, plans and dates for completion agreed and the progress of 

risk treatment tracked via the management review team meeting.  

Risk Monitoring and Risk Review 

risks are recorded in the risk 

registered and monitored as a minimum at the  
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Procedure Compliance  

Compliance Measurement  

The information security management team will verify compliance to this procedure 

through various methods, including but not limited to, business tool reports, internal 

and external audits, and feedback to the procedure owner.  

Exceptions  

Any exception to the procedure must be approved and recorded by the Information 

Security Manager in advance and reported to the Management Review Team.  

Non-Compliance  

An employee found to have violated this procedure may be subject to disciplinary 

action, up to and including termination of employment. 

Continual Improvement 

The procedure is updated and reviewed as part of the continual improvement process. 

 




