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3 Patch Management Policy 

3.1 Purpose 

The purpose of this policy is to ensure operating systems, application software and 

firmware is updated to address known security vulnerabilities in a timely manner. 

3.2 Scope 

All employees and third-party users. 

All company software, hardware, and virtual services in scope of the ISO 27001 

implementation as recorded in the company asset registers. 

3.3 Principle 

All software and hardware assets are updated to the latest versions in line with vendor 

provided guidance and industry best practice.  
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3.4 Patching Controls – End Point Devices 

The use of automated patching where available and appropriate is used. 

The patching status of end point devices is  

Where appropriate and available automatic tracking of end point patching is deployed 

with automatic alerting and reporting of devices that are non-compliant.  

Where a device or asset is found to be non-compliant remedial action is taken. 

3.5 Patching Controls – Production Systems 

Patching of production systems follows the standard change management process.  

The patching status of end point devices is  

Where appropriate and available automatic tracking of end point patching is deployed 

with automatic alerting and reporting of devices that are non-compliant.  

Where a device or asset is found to be non-compliant remedial action is taken. 

3.6 Patching Exceptions 

An exception list is maintained, managed, and reported via the Management Review 

Team. 

Where a patch cannot be applied,  
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3.7 Patching Schedule 
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4 Policy Compliance  

4.1 Compliance Measurement  

The information security management team will verify compliance to this policy 

through various methods, including but not limited to, business tool reports, internal 

and external audits, and feedback to the policy owner.  

4.2 Exceptions  

Any exception to the policy must be approved and recorded by the Information 

Security Manager in advance and reported to the Management Review Team.  

4.3 Non-Compliance  

An employee found to have violated this policy may be subject to disciplinary action, 

up to and including termination of employment. 

4.4 Continual Improvement 

The policy is updated and reviewed as part of the continual improvement process. 




